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The report has been designed to support it being split up to provide sections to service / systems owners on an needs basis which is why you will find some duplication between content at the Executive Summary level and at the System Detail level, so the system level reporting can be self-contained. 







GovAssure Peer Review Report (IARR)

[Organisation]
 
[Month] [Year]



Contents ##To be automatically updated through table update based on headings##
Introduction	4
Executive summary	6
Summary of Contributing Outcomes and Target Government CAF Profile Achievement	15
[System 1] Findings	19
[System 1] Summary	20
[System 1] CAF Objective A - Contributing outcome achievement status	23
[System 1] CAF Objective B - Contributing outcome achievement status	28
[System 1] Objective C - Contributing outcome achievement status	37
[System 1] CAF Objective D - Contributing outcome achievement status	42
[System 2] Findings	44
[System 2] Summary	45
[System 2] CAF Objective A - Contributing outcome achievement status	48
[System 2] CAF Objective B - Contributing outcome achievement status	53
[System 2] CAF Objective C - Contributing outcome achievement status	60
[System 2] CAF Objective D - Contributing outcome achievement status	65

Classification:	Organisation:	1 | Page
[bookmark: _Toc150358814]Introduction
In [Month] and [Year], [Organisation] commissioned [Organisation] to conduct a peer review of their CAF self-assessment(s) in support of GovAssure’s Stage 4: Peer Review.
[Organisation] conducted the review between the period of [Date from] and [Date to]. 
The GovAssure Scoping Document for [organisation] was used to provide an understanding of the context of the organisation as well as supporting the understanding of the scope of essential services and critical systems included within the scope of the self-assessment. 
The scope of this assessment was to perform a point in time review of [Organisations] CAF self-assessment at Contributing Outcome level only to:
· Review, validate and report on the organisations own self-assessment at Contributing Outcome level as to the achievement against the target government CAF profile assigned to each system (Baseline or Enhanced).

Systems in scope and links to essential services Reviewer guidance note:
Summarised version to be extracted from the GovAssure Scoping Document.


The scope for the [organisations] GovAssure self-assessment consisted of [No.] of systems which were to be assessed based on the self-assessment performed by [organisation]. The version of the CAF used was 3.1, and the [organisation] used [Method e.g. WebCAF] to complete the self-assessment. 
The scope of the peer review covered the following systems detailed as follows, along with the target CAF government profile they were assigned and assessed against:
· [System 1 – NAME (Insert CAF target profile)]
· [System 2 - NAME]
· [System 3 - NAME] 

Reviewer guidance note:
Number of systems – this template has been mocked up on the basis of two systems assigned the Baseline Target CAF Profile. If the organisation has a higher number of systems in scope then this may need to be reflected within the template. 















Part A: Background and scope

[bookmark: _Toc150358815]Executive summary 
[High level overall summary that takes a holistic snapshot view of the organisation and its self-assessment return]


Areas of good practice
[Detail examples of good practice both around the approach and completion of the self-assessment as well as areas of good practice at an Objective level].



CAF Completion
[High level summary narrative covering the organisations approach to completing the CAF / quality of evidence etc].



Observations

Part B: Executive summary
[Highlight thematic observations – for example where there are common issues that have been identified across systems or where issues are considered ‘foundational’ control gaps that would need to be remediated as a priority].
[bookmark: _Toc150358817]
Summary of Contributing Outcomes and Target Government CAF Profile Achievement Reviewer guidance note:
This table has been provided as an example and will need to be customised based on the systems in scope for the particular organisations. In this example, the organisation has included two systems in scope that have been assessed using the Baseline Profile.

Add more columns as required to reflect the scope of the Organisation. Only systems assigned the Baseline Profile should be undergoing a peer review. 

The table below compares whether the CAF target government profile (Baseline or Enhanced) has been met across all individual systems in scope. A breakdown of the compliance against the CAF target government profile for each individual area is provided in the detailed findings section of this report detailing findings on a per system basis. 
· “Yes” means that the individual system assessed has achieved its respective target government CAF profile for each contributing outcome.
· “No” means that the individual system assessed has not achieved its respective target government CAF profile for the individual contributing outcome. 
· “N/A” or “Not applicable” means the contributing outcome is considered exempt from the assessment or there is a compensating control in place.
	
	
	
	
Has the system met the Baseline profile?

	Objective
	CAF Principle
	Contributing outcome
	System 1
	System 2


	Objective A: Managing security risk
	Governance
	A1.a Board Direction
	No
	Yes

	
	
	A1.b Roles and Responsibilities
	No
	Yes

	
	
	A1.c Decision Making
	No
	Yes

	
	Risk Management
	A2.a Risk management process
	No
	Yes

	
	
	A2.b Assurance
	No
	Yes 

	
	Asset Management
	A3.a Asset management
	No
	Yes 

	
	Supply Chain

	A4.a Supply chain
	No
	Yes 

	Objective B: Protecting against cyber attack
	Service Protection Policies and Processes
	B1.a Policy and process development
	[Yes / No / N/A]
	[Yes / No / N/A]

	
	
	B1.b Policy and process implementation
	[Yes / No / N/A]
	[Yes / No / N/A]

	
	Identity and Access Controls
	B2.a Identity verification, authentication, and authorisation
	[Yes / No / N/A]
	[Yes / No / N/A]

	
	
	B2.b Device management
	[Yes / No / N/A]
	[Yes / No / N/A]

	
	
	B2.c Privileged user management
	[Yes / No / N/A]
	[Yes / No / N/A]

	
	
	B2.d IDAC management and maintenance
	[Yes / No / N/A]
	[Yes / No / N/A]

	
	Data Security
	B3.a Understanding data
	[Yes / No / N/A]
	[Yes / No / N/A]

	
	
	B3.b Data in transit
	[Yes / No / N/A]
	[Yes / No / N/A]

	
	
	B3.c Stored data
	[Yes / No / N/A]
	[Yes / No / N/A]

	
	
	B3.d Mobile data
	[Yes / No / N/A]
	[Yes / No / N/A]

	
	
	B3.e Media/equipment sanitisation
	[Yes / No / N/A]
	[Yes / No / N/A]

	
	System Security
	B4.a Secure by design
	[Yes / No / N/A]
	[Yes / No / N/A]

	
	
	B4.b Secure by configuration
	[Yes / No / N/A]
	[Yes / No / N/A]

	
	
	B4.c Secure management
	[Yes / No / N/A]
	[Yes / No / N/A]

	
	
	B4.d Vulnerability management
	[Yes / No / N/A]
	[Yes / No / N/A]

	
	Resilient Networks and Systems
	B5.a Resilience preparation
	[Yes / No / N/A]
	[Yes / No / N/A]

	
	
	B5.b Design for resilience
	[Yes / No / N/A]
	[Yes / No / N/A]

	
	
	B5.c Backups
	[Yes / No / N/A]
	[Yes / No / N/A]

	
	Staff Awareness and Training
	B6.a Cyber security culture
	[Yes / No / N/A]
	[Yes / No / N/A]

	
	
	B6.b Cybersecurity training
	[Yes / No / N/A]
	[Yes / No / N/A]

	Objective C: Detecting cyber security events
	Security Monitoring
	C1.a Monitoring coverage
	[Yes / No / N/A]
	[Yes / No / N/A]

	
	
	C1.b Securing logs
	[Yes / No / N/A]
	[Yes / No / N/A]

	
	
	C1.c Generating alerts
	[Yes / No / N/A]
	[Yes / No / N/A]

	
	
	C1.d Identifying security incidents
	[Yes / No / N/A]
	[Yes / No / N/A]

	
	
	C1.e Monitoring tools and skills
	[Yes / No / N/A]
	[Yes / No / N/A]

	
	Proactive Security Event Discovery 
	C2.a System abnormalities for attack detection
	
	

	
	
	C2.b Proactive attack discovery
	
	

	Objective D: Minimising the impact of cyber security incidents
	Response and Recovery Planning
	D1.a Response plan
	[Yes / No / N/A]
	[Yes / No / N/A]

	
	
	D1.b Response and recovery capability
	[Yes / No / N/A]
	[Yes / No / N/A]

	
	
	D1.c Testing and exercising
	[Yes / No / N/A]
	[Yes / No / N/A]

	
	Lessons Learned
	D2.a Incident root cause analysis
	[Yes / No / N/A]
	[Yes / No / N/A]

	
	
	D2.b Using incidents to drive improvements
	[Yes / No / N/A]
	[Yes / No / N/A]



[bookmark: _Toc150358827]

Part C: Findings
[System 1] Findings 
[bookmark: _Toc150358828][System 1] Summary

Introduction
· [Introduction to the system taken from Scoping Document]

Target Government CAF Profile
The system was assigned the [Baseline] target government CAF profile on the basis that [XXX]

Summary of observations (using own GovAssure experience)
· [Contributing outcome completion]

· [Quality and detail of responses]










[System 1] Summary – CAF Objective A: Managing security risk


A1 Governance: 
· A1.a Board Direction - [Observation only where peer review differs from self-assessment]
· A1.b Roles and Responsibilities - [Observation only where peer review differs from self-assessment]
· A1.c Decision-making - [Observation only where peer review differs from self-assessment]




A2 Risk Management:
· A2.a Risk Management Process - [Observation only where peer review differs from self-assessment]
· A2.b Assurance - [Observation only where peer review differs from self-assessment]






A3 Asset Management: 
· A3.a Asset Management - [Observation only where peer review differs from self-assessment]








A4 Supply Chain:
· A4.a Supply Chain - [Observation only where peer review differs from self-assessment]
[bookmark: _Toc150358829][System 1] CAF Objective A - Contributing outcome achievement status
The following table provides a summary of the contributing outcomes achievement status and whether the target CAF government profile has been achieved.
	Objective
	CAF principle
	Contributing outcome
	Target profile
(Baseline)
	Self-assessment
	Peer review
	Profile met?

	Objective A: Managing security risk
	Governance
	A1.a Board Direction
	Achieved
	Partially achieved
	Not achieved
	Yes / No / N/A

	
	
	A1.b Roles and Responsibilities
	
	
	
	Yes / No / N/A

	
	
	A1.c Decision Making
	
	
	
	Yes / No / N/A

	
	Risk Management
	A2.a Risk management process
	
	
	
	Yes / No / N/A

	
	
	A2.b Assurance
	
	
	
	Yes / No / N/A

	
	Asset Management
	A3.a Asset management
	
	
	
	Yes / No / N/A

	
	Supply Chain
	A4.a Supply chain
	
	
	
	Yes / No / N/A



 



[System 1] Summary – CAF Objective B: Protecting against cyber attack

B1 Service Protection Policies and Processes: 
· B1.a Policy and Process Development - [Observation only where peer review differs from self-assessment]
· B1.b Policy and Process Implementation - [Observation only where peer review differs from self-assessment]
B2 Identity and Access Controls: 
· B2.a Identity Verification, Authentication and Authorisation - [Observation only where peer review differs from self-assessment]
· B2.b Device Management - [Observation only where peer review differs from self-assessment]
· B2.c Privileged User Management - [Observation only where peer review differs from self-assessment]
· B2.d Identity and Access Management (IdAM) - [Observation only where peer review differs from self-assessment]
B3 Data Security:
· B3.a Understanding Data - [Observation only where peer review differs from self-assessment]
· B3.b Data in Transit - [Observation only where peer review differs from self-assessment]
· B3.c Stored Data - [Observation only where peer review differs from self-assessment]
· B3.d Mobile Data - [Observation only where peer review differs from self-assessment]
· B3.e Media Equipment Sanitisation - [Observation only where peer review differs from self-assessment]
B4 System security:
· B4.a Secure by Design - [Observation only where peer review differs from self-assessment]
· B4.b Secure Configuration - [Observation only where peer review differs from self-assessment]
· B4.c Secure Management - [Observation only where peer review differs from self-assessment]
· B4.d Vulnerability Management - [Observation only where peer review differs from self-assessment]
B5 Resilient Networks and Systems:
· B5.a Resilience Preparation - [Observation only where peer review differs from self-assessment]
· B5.b Design for Resilience - [Observation only where peer review differs from self-assessment]
· B5.c Backups - [Observation only where peer review differs from self-assessment]
B6: Staff awareness and training: 
· B6.a Cyber Security Culture - [Observation only where peer review differs from self-assessment]
· B6.b Cyber Security Training - [Observation only where peer review differs from self-assessment]
[bookmark: _Toc150358831][System 1] CAF Objective B - Contributing outcome achievement status
The following table provides a summary of the contributing outcomes achievement status and whether the target CAF government profile has been achieved.
	Objective
	CAF principle
	Contributing outcome
	Target profile
(Baseline)
	Self-assessment
	Peer review
	Profile met?

	Objective B: Protecting against cyber attack
	Service Protection Policies and Processes
	B1.a Policy and process development
	
	
	
	Yes / No / N/A

	
	
	B1.b Policy and process implementation
	
	
	
	Yes / No / N/A

	
	Identity and Access Controls
	B2.a Identity verification, authentication, and authorisation
	
	
	
	Yes / No / N/A

	
	
	B2.b Device management
	
	
	
	Yes / No / N/A

	
	
	B2.c Privileged user management
	
	
	
	Yes / No / N/A

	
	
	B2.d IDAC management and maintenance
	
	
	
	Yes / No / N/A

	
	Data Security
	B3.a Understanding data
	
	
	
	Yes / No / N/A

	
	
	B3.b Data in transit
	
	
	
	Yes / No / N/A

	
	
	B3.c Stored data
	
	
	
	Yes / No / N/A

	
	
	B3.d Mobile data
	
	
	
	Yes / No / N/A

	
	
	B3.e Media/equipment sanitisation
	
	
	
	Yes / No / N/A

	
	System Security
	B4.a Secure by design
	
	
	
	Yes / No / N/A

	
	
	B4.b Secure by configuration
	
	
	
	Yes / No / N/A

	
	
	B4.c Secure management
	
	
	
	Yes / No / N/A

	
	
	B4.d Vulnerability management
	
	
	
	Yes / No / N/A

	
	Resilient Networks and Systems
	B5.a Resilience preparation
	
	
	
	Yes / No / N/A

	
	
	B5.b Design for resilience
	
	
	
	Yes / No / N/A

	
	
	B5.c Backups
	
	
	
	Yes / No / N/A

	
	Staff Awareness and Training
	B6.a Cyber security culture
	
	
	
	Yes / No / N/A

	
	
	B6.b Cybersecurity training
	
	
	
	Yes / No / N/A



 



[System 1] Summary – CAF Objective C: Detecting cyber security events

C1 Security Monitoring:
· C1.a Monitoring Coverage - [Observation only where peer review differs from self-assessment]
· C1.b Securing Logs - [Observation only where peer review differs from self-assessment]
· C1.c Generating Alerts - [Observation only where peer review differs from self-assessment]
· C1.d Identifying Security Incidents - [Observation only where peer review differs from self-assessment]
· C1.e Monitoring Tools and Skills - [Observation only where peer review differs from self-assessment]

C2 Proactive Security Event Discovery:
· C2.a System Abnormalities for Attack Detection - [Observation only where peer review differs from self-assessment]
· C2.b Proactive Attack Discovery - [Observation only where peer review differs from self-assessment]
[bookmark: _Toc150358833][System 1] CAF Objective C - Contributing outcome achievement status
The following table provides a summary of the contributing outcomes achievement status and whether the target CAF government profile has been achieved.
	Objective
	CAF principle
	Contributing outcome
	Target profile
(Baseline)
	Self-assessment
	Peer review
	Profile met?

	Objective C: Detecting cyber security events
	Security Monitoring
	C1.a Monitoring coverage
	
	
	
	Yes / No / N/A

	
	
	C1.b Securing logs
	
	
	
	Yes / No / N/A

	
	
	C1.c Generating alerts
	
	
	
	Yes / No / N/A

	
	
	C1.d Identifying security incidents
	
	
	
	Yes / No / N/A

	
	
	C1.e Monitoring tools and skills
	
	
	
	Yes / No / N/A

	
	Proactive Security Event Discovery 
	C2.a System abnormalities for attack detection
	
	
	
	Yes / No / N/A

	
	
	C2.b Proactive attack discovery
	
	
	
	Yes / No / N/A



 



[System 1] Summary – CAF Objective D: Detecting cyber security events

D1 Response and Recovery Planning
· D1.a Response Plan - [Observation only where peer review differs from self-assessment]
· D1.b Response and Recovery Capability - [Observation only where peer review differs from self-assessment]
· D1.c Testing and Exercising - [Observation only where peer review differs from self-assessment]

D2 Lessons Learned 
· D2.a Incident Root Cause Analysis - [Observation only where peer review differs from self-assessment]
· D2.b Using Incidents to Drive Improvements - [Observation only where peer review differs from self-assessment]
[bookmark: _Toc150358835][System 1] CAF Objective D - Contributing outcome achievement status
The following table provides a summary of the contributing outcomes achievement status and whether the target CAF government profile has been achieved.
	Objective
	CAF principle
	Contributing outcome
	Target profile
(Baseline)
	Self-assessment
	Peer review
	Profile met?

	Objective D: Minimising the impact of cyber security incidents
	Response and Recovery Planning
	D1.a Response plan
	
	
	
	Yes / No / N/A

	
	
	D1.b Response and recovery capability
	
	
	
	Yes / No / N/A

	
	
	D1.c Testing and exercising
	
	
	
	Yes / No / N/A

	
	Lessons Learned
	D2.a Incident root cause analysis
	
	
	
	Yes / No / N/A

	
	
	D2.b Using incidents to drive improvements
	
	
	
	Yes / No / N/A






[bookmark: _Toc150358837][System 2] Findings
[bookmark: _Toc150358838][System 2] Summary

Introduction
· [Introduction to the system taken from Scoping Document]

Target Government CAF Profile
The system was assigned the [Baseline] target government CAF profile on the basis that [XXX]

Summary of observations (using own GovAssure experience)
· [Contributing outcome completion]

· [Quality and detail of responses]











[System 2] Summary – CAF Objective A: Managing security risk 

A1 Governance: 
· A1.a Board Direction - [Observation only where peer review differs from self-assessment]
· A1.b Roles and Responsibilities - [Observation only where peer review differs from self-assessment]
· A1.c Decision-making - [Observation only where peer review differs from self-assessment]



A2 Risk Management:
· A2.a Risk Management Process - [Observation only where peer review differs from self-assessment]
· A2.b Assurance - [Observation only where peer review differs from self-assessment]






A3 Asset Management: 
· A3.a Asset Management - [Observation only where peer review differs from self-assessment]








A4 Supply Chain:
· A4.a Supply Chain - [Observation only where peer review differs from self-assessment]
[bookmark: _Toc150358839][System 2] CAF Objective A - Contributing outcome achievement status
The following table provides a summary of the contributing outcomes achievement status and whether the target CAF government profile has been achieved.
	Objective
	CAF principle
	Contributing outcome
	Target profile
(Baseline)
	Self-assessment
	Peer review
	Profile met?

	Objective A: Managing security risk
	Governance
	A1.a Board Direction
	Achieved
	Achieved
	Not achieved
	No

	
	
	A1.b Roles and Responsibilities
	
	
	
	Yes / No / N/A

	
	
	A1.c Decision Making
	
	
	
	Yes / No / N/A

	
	Risk Management
	A2.a Risk management process
	
	
	
	Yes / No / N/A

	
	
	A2.b Assurance
	
	
	
	Yes / No / N/A

	
	Asset Management
	A3.a Asset management
	
	
	
	Yes / No / N/A

	
	Supply Chain
	A4.a Supply chain
	
	
	
	Yes / No / N/A






[System 2] Summary – CAF Objective B: Protecting against cyber attack

B1 Service Protection Policies and Processes: 
· B1.a Policy and Process Development - [Observation only where peer review differs from self-assessment]
· B1.b Policy and Process Implementation - [Observation only where peer review differs from self-assessment]
B2 Identity and Access Controls: 
· B2.a Identity Verification, Authentication and Authorisation - [Observation only where peer review differs from self-assessment]
· B2.b Device Management - [Observation only where peer review differs from self-assessment]
· B2.c Privileged User Management - [Observation only where peer review differs from self-assessment]
· B2.d Identity and Access Management (IdAM) - [Observation only where peer review differs from self-assessment]
B3 Data Security:
· B3.a Understanding Data - [Observation only where peer review differs from self-assessment]
· B3.b Data in Transit - [Observation only where peer review differs from self-assessment]
· B3.c Stored Data - [Observation only where peer review differs from self-assessment]
· B3.d Mobile Data - [Exception based contributing outcome level summary]
· B3.e Media Equipment Sanitisation - [Observation only where peer review differs from self-assessment]
B4 System security:
· B4.a Secure by Design - [Observation only where peer review differs from self-assessment]
· B4.b Secure Configuration - [Observation only where peer review differs from self-assessment]
· B4.c Secure Management - [Observation only where peer review differs from self-assessment]
· B4.d Vulnerability Management - [Observation only where peer review differs from self-assessment]
B5 Resilient Networks and Systems:
· B5.a Resilience Preparation - [Observation only where peer review differs from self-assessment]
· B5.b Design for Resilience - [Observation only where peer review differs from self-assessment]
· B5.c Backups - [Observation only where peer review differs from self-assessment]
B6: Staff awareness and training: 
· B6.a Cyber Security Culture - [Observation only where peer review differs from self-assessment]
· B6.b Cyber Security Training - [Observation only where peer review differs from self-assessment]
[bookmark: _Toc150358841][System 2] CAF Objective B - Contributing outcome achievement status
The following table provides a summary of the contributing outcomes achievement status and whether the target CAF government profile has been achieved.
	Objective
	CAF principle
	Contributing outcome
	Target profile
(Baseline)
	Self-assessment
	Peer review
	Profile met?

	Objective B: Protecting against cyber attack
	Service Protection Policies and Processes
	B1.a Policy and process development
	
	
	
	Yes / No / N/A

	
	
	B1.b Policy and process implementation
	
	
	
	Yes / No / N/A

	
	Identity and Access Controls
	B2.a Identity verification, authentication, and authorisation
	
	
	
	Yes / No / N/A

	
	
	B2.b Device management
	
	
	
	Yes / No / N/A

	
	
	B2.c Privileged user management
	
	
	
	Yes / No / N/A

	
	
	B2.d IDAC management and maintenance
	
	
	
	Yes / No / N/A

	
	Data Security
	B3.a Understanding data
	
	
	
	Yes / No / N/A

	
	
	B3.b Data in transit
	
	
	
	Yes / No / N/A

	
	
	B3.c Stored data
	
	
	
	Yes / No / N/A

	
	
	B3.d Mobile data
	
	
	
	Yes / No / N/A

	
	
	B3.e Media/equipment sanitisation
	
	
	
	Yes / No / N/A

	
	System Security
	B4.a Secure by design
	
	
	
	Yes / No / N/A

	
	
	B4.b Secure by configuration
	
	
	
	Yes / No / N/A

	
	
	B4.c Secure management
	
	
	
	Yes / No / N/A

	
	
	B4.d Vulnerability management
	
	
	
	Yes / No / N/A

	
	Resilient Networks and Systems
	B5.a Resilience preparation
	
	
	
	Yes / No / N/A

	
	
	B5.b Design for resilience
	
	
	
	Yes / No / N/A

	
	
	B5.c Backups
	
	
	
	Yes / No / N/A

	
	Staff Awareness and Training
	B6.a Cyber security culture
	
	
	
	Yes / No / N/A

	
	
	B6.b Cybersecurity training
	
	
	
	Yes / No / N/A



 



[System 2] Summary – CAF Objective C: Detecting cyber security events

C1 Security Monitoring:
· C1.a Monitoring Coverage - [Observation only where peer review differs from self-assessment]
· C1.b Securing Logs - [Observation only where peer review differs from self-assessment]
· C1.c Generating Alerts - [Observation only where peer review differs from self-assessment]
· C1.d Identifying Security Incidents - [Observation only where peer review differs from self-assessment]
· C1.e Monitoring Tools and Skills - [Observation only where peer review differs from self-assessment]

C2 Proactive Security Event Discovery:
· C2.a System Abnormalities for Attack Detection - [Observation only where peer review differs from self-assessment]C2.b Proactive Attack Discovery - [Observation only where peer review differs from self-assessment]
[bookmark: _Toc150358843][System 2] CAF Objective C - Contributing outcome achievement status
The following table provides a summary of the contributing outcomes achievement status and whether the target CAF government profile has been achieved.
	Objective
	CAF principle
	Contributing outcome
	Target profile
(Baseline)
	Self-assessment
	Peer review
	Profile met?

	Objective C: Detecting cyber security events
	Security Monitoring
	C1.a Monitoring coverage
	
	
	
	Yes / No / N/A

	
	
	C1.b Securing logs
	
	
	
	Yes / No / N/A

	
	
	C1.c Generating alerts
	
	
	
	Yes / No / N/A

	
	
	C1.d Identifying security incidents
	
	
	
	Yes / No / N/A

	
	
	C1.e Monitoring tools and skills
	
	
	
	Yes / No / N/A

	
	Proactive Security Event Discovery 
	C2.a System abnormalities for attack detection
	
	
	
	Yes / No / N/A

	
	
	C2.b Proactive attack discovery
	
	
	
	Yes / No / N/A






[System 2] Observations – CAF Objective D: Detecting cyber security events

D1 Response and Recovery Planning
· D1.a Response Plan - [Observation only where peer review differs from self-assessment]
· D1.b Response and Recovery Capability - [Observation only where peer review differs from self-assessment]
· D1.c Testing and Exercising - [Observation only where peer review differs from self-assessment]


D2 Lessons Learned 
· D2.a Incident Root Cause Analysis - [Observation only where peer review differs from self-assessment]
· D2.b Using Incidents to Drive Improvements - [Observation only where peer review differs from self-assessment]
[bookmark: _Toc150358845][System 2] CAF Objective D - Contributing outcome achievement status
The following table provides a summary of the contributing outcomes achievement status and whether the target CAF government profile has been achieved.
	Objective
	CAF principle
	Contributing outcome
	Target profile
(Baseline)
	Self-assessment
	Peer review
	Profile met?

	Objective D: Minimising the impact of cyber security incidents
	Response and Recovery Planning
	D1.a Response plan
	
	
	
	Yes / No / N/A

	
	
	D1.b Response and recovery capability
	
	
	
	Yes / No / N/A

	
	
	D1.c Testing and exercising
	
	
	
	Yes / No / N/A

	
	Lessons Learned
	D2.a Incident root cause analysis
	
	
	
	Yes / No / N/A

	
	
	D2.b Using incidents to drive improvements
	
	
	
	Yes / No / N/A
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