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[bookmark: _nhxctt2alvyh]GovAssure Lead Government Department Checklist for Stages 1- 5 

The purpose of this document is to provide Lead Government Departments (LGDs) with a suggested checklist of activities and milestones when managing their arms-length bodies (ALBs) and partner organisations under their purview through the GovAssure process. 

These are suggested activities that we are recommending but it is for each Lead Government Department to decide what approach will work best for them and to decide how to manage their ALBs through the process.  

At this point, LGDs should have decided which ALBs are in scope for GovAssure and be considering the approach that is being taken to Stage 4, review of the CAF self-assessments. The LGD may wish to discuss this with the ALBs. 
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In the first week:
· Agree with the ALB who their GovAssure Lead will be. This individual will own and coordinate GovAssure.
· Agree the approach to Stage 4:Independent Assurance Review, Lead Government Department Review, Peer Review, Internal Review by Organisation or submission without review (consider as a last resort). Please see Peer Review guidance for more details on approaches to Stage 4. 
· Confirm that the ALBs in scope have a copy of the Stage 1 and 2 supplementary guidance, a copy of the GovAssure Scoping Document, RASCI template and access to security.gov.uk, where they can find additional information. 
· Agree a timetable to check-in with the ALBs to run through the completed sections of the Scoping Documents. We recommend a meeting every two weeks to ensure that progress is being made and to address any questions. 
· Confirm the Government CAF Profile being used for each system. NB - GSG will need to independently review any Scoping Documents with Enhanced Profile assignments

At the first check-in: 

· Record the WebCAF organisational lead for each ALB (to share with GSG who will add the nominated individual as a WebCAF organisation lead)

· Confirm with the ALB that you can be added as a viewer to their WebCAF return

· Review the ALBs progress completing Stage 1 of the Scoping Document. 

· Questions you may wish to consider when reviewing Stage 1 Part A: 
· What sources of information have you drawn on to articulate your strategic context and organisation background?
· What are you committed to delivering as an organisation? What is your mission and what are your objectives?
· What is your national and international presence? How many office buildings do you have and where are they? How many staff?
· What are the main threats that your organisation faces? Are there specific threat actors?
· What is it that makes your organisation an attractive target and to whom?
· Do you have an articulated cyber specific risk appetite?
· How are cyber risks identified, tracked and governed?

· Questions you may wish to consider when reviewing Stage 1 Part B:
· Have you identified your organisation's essential services and what are they?
· What information have you used to articulate these and / or did they already exist as part of existing business continuity planning work?
· What functions do these essential services provide?
· Are there too many essential services? 
· We recommend at least 2 and no more than ten (if there are more than ten services they may need to be pitched at a higher level). 
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At the second check in: 

· Review the ALBs progress completing Stage 2 of the Scoping Document

· Questions you may wish to consider at Stage 2 - Part A:
· Have you identified the critical systems that support the essential services that you identified in Stage 1: Part B of the Scoping Document? 
· Is each critical system linked to an essential service?
· Have you drawn on existing criticalities work to identify the critical systems?
· What is the underpinning IT infrastructure of these systems (network/cloud provider)?
· Which systems are you prioritising as in scope for the GovAssure process in Year 1? What is this prioritisation based on?

At the third check-in:

· Review the ALBs progress completing Stage 2 of the Scoping Document

· Questions you may wish to consider at Stage 2 - Part B:
· Have you articulated which systems are in scope for GovAssure this year and why in the Scoping Document?
· What dependencies exist for each system? 
· Are there dependencies with the Lead Government Department?
· Who manages the system? Where is it hosted? Is it externally managed?
· What about inter-dependencies between the critical systems, particularly the systems in scope? If so, how are these systems connected?
· Have you got a typology diagram? Do you know how you would draw the system boundary? What would you put in scope and out of scope?
· Can you outline the critical assets within the boundary? Can you note the entry and exit points within the system boundary (i.e. end user devices)?
· Is information / management of this system owned by more than one team?
· Is there a Knowledge, Information and Management (KIM) team or Security Unit that holds information not just on any of the systems in scope?
· Which target CAF profile have you applied to each in-scope system and have you justified this in the Scoping Document? 


· Review the ALBs completed Scoping Document and sign off to allow the ALB to progress to Stage 3. GSG will need to review any Scoping Documents with Enhanced Profile assignments.

We suggest arranging a short meeting with the ALB once the Scoping Document is signed off to let them know they can proceed with the CAF self-assessment and to agree a timetable of further check-ins during the self-assessment. This would be no more than two meetings over a 4-6 week period. Departments may seek to arrange the first meeting to go through Objective A. 
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· Ensure the ALB has a copy of the Stage 3 supplementary guidance.
· Ensure the ALB refers to the example CAF self-assessments at Baseline and Enhanced on WebCAF for guidance.
· Ensure the ALB has access to WebCAF (from GSG) and that system owners have been uploaded as users on WebCAF so they can support the completion of the CAF Self-Assessment.
· Agree with your ALB which form of review they are using, and that as the LGD you have the resource to perform a review of the selected CAF self-assessments if that option has been agreed. Please refer to the Peer Review guidance issued by GSG for more information. 
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As a LGD you will not be expected to produce a reviewer report on the ALBs under your purview. However you should ensure you are available to attend a workshop with your ALBs to work up their Targeted Improvement Plans (TIPs).

· Understand the high level outcomes of your ALBs CAF returns 
· Attend a workshop with your ALBs to work up a TIP.
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